3GPP TSG-SA3 Meeting #107-e 
S3-221031
e-meeting, 16 - 20 May 2022










            

    Revision of S3-22xxxx
Source:
Xiaomi
Title:
33.503: Control Plane based Security Procedure for ProSe U2N Relay Discovery
Document for:
Approval
Agenda Item:
4.7
1
Decision/action requested

SA3 is kindly asked to approve the proposed control plane based security procedure for ProSe UE-to-Network Relay Discovery in TS 33.503.
2
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3
Rationale

In current version of TS 33.503 [1], there are control plane and user plane solutions for establishing security for PC5 communication between the Remote UE and User-to-Network (U2N) Relay, before which the Remote UE and U2N Relay need to discover each other. However, there are only detailed security procedures for 5G ProSe Direct Discovery in current version of TS 33.503 [1]. Security procedure for 5G ProSe UE-to-Network Relay Discovery is still unspecified and was raised as a part of exceptional work to complete for 5G ProSe Security, according to Rel-17 5G_ProSe Security Work Item Exception sheet (S3-220521 [2]).

Security procedures for 5G ProSe Direct Discovery defined in TS 33.503 [1] are mainly supported by 5G DDNMF, which generates and provisions the necessary discovery security materials for the ProSe UEs. To reuse available functionalities of 5G DDNMF as much as possible, the security procedure for 5G ProSe UE-to-Network Relay Discovery can also be supported by 5G DDNMF over control plane.

This pCR proposes the security procedure for ProSe User-to-Network Relay Discovery over control plane in TS 33.503 [1].
4
Detailed proposal

*************** Start of the Change ****************

6.1.3.x.y
Security procedure over control plane

6.1.3.x.y.1
General

This clause describes the control plane based security procedures for Model A and Model B of 5G ProSe UE-to-Network Relay Discovery respectively.

In both security procedures, the 5G DDNMF is used as the function to support the security protection for 5G ProSe UE-to-Network Relay Discovery procedure. The 5G DDNMF shall generate the security materials for protecting 5G ProSe UE-to-Network relay discovery messages and shall securely provision the generated discovery security materials to the Remote UE and Relay UE. The Remote UE and Relay UE shall use the provisioned discovery security materials to derive the discovery keys shared between the UEs for protecting and verifying the broadcast discovery messages. 

6.1.3.x.y.2
5G ProSe UE-to-Network Relay Discovery Model A

The security procedure for 5G ProSe UE-to-Network Relay Discovery Model A is described as follows:
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Figure 6.1.3.x.y-1: Security Procedure for 5G ProSe UE-to-Network Relay Discovery with Model A

The 5G DDNMF of the Remote UE is configured with a mapping table between the RSCs and the addresses of the 5G DDNMF of the potential U2N Relays providing the relay services represented by the RSCs.

0a.
The Remote UE obtains the discovery parameters (RSCs) during Service Authorization and Information Provisioning procedure.

0b.
The U2N Relay obtains the discovery parameters (RSCs) during Service Authorization and Information Provisioning procedure.

1.
The U2N Relay sends a Relay Discovery Key Request message to its 5G DDNMF. The message includes the Request Type indicating that the U2N Relay is requesting a ProSe Relay Discovery Key (PRDK) from the 5G DDNMF, UE Identity identifying the U2N Relay, the RSC indicating the relay service for which the discovery is performed, and the security capability of the U2N Relay.

2.
The 5G DDNMF of the U2N Relay may check with the U2N Relay’s UDM to verify that the U2N Relay is authorized to perform U2N relay discovery for the relay service indicated by the RSC.

3.
Based on the received RSC, the 5G DDNMF of the U2N Relay generates the PRDK and a PRDK ID. Based on the received security capability of the U2N Relay, the 5G DDNMF of the U2N Relay also chooses the algorithms used for encrypting and integrity protecting the discovery messages broadcast between the UEs. The 5G DDNMF of the U2N Relay then sends the Relay Discovery Key Response message to the 5G DDNMF of the U2N Relay.

PRDK is root key used for protecting the UE-to-Network Relay Discovery messages, which is identified by an 8-bit PSDK ID. Each PRDK is assocciated with one or more Relay Service Codes.
4.
The Remote UE sends a Relay Discovery Key Request message to its 5G DDNMF. The message includes the Request Type indicating that the Remote UE is requesting a ProSe Relay Discovery Key (PRDK) from the 5G DDNMF, UE Identity identifying the U2N Relay, the RSC indicating the relay service for which the discovery is performed, and the security capability of the Remote UE. 

5.
The 5G DDNMF of the Remote UE may check with the Remote UE’s UDM to verify that the Remote UE is authorized to perform U2N relay discovery for the relay service indicated by the RSC.

6.
The 5G DDNMF of the Remote UE selects the 5G DDNMF of the potential U2N Relay based on the received RSC, then sends the Relay Discovery Key Request message to the 5G DDNMF of the U2N Relay. 

7.
The 5G DDNMF of the U2N Relay may check with the ProSe App Server to authorize that the received RSC can be provided to the Remote UE (based on the UE Identity of the Remote UE) by the U2N relay in its domain. 

8.
Based on the received RSC, the 5G DDNMF of the U2N Relay retrieves the PRDK (generated in step #3) and PRDK ID. If the security capability of the Remote UE contains the algorithms chosen in step #3, the 5G DDNMF of the U2N Relay responds with a Relay Discovery Key Response message to the 5G DDNMF of the Remote UE.

9.
The 5G DDNMF of the Remote UE forwards the Relay Discovery Key Response message (including the PRDK, PRDK ID, the chosen algorithms) to the Remote UE.

10.
The U2N Relay derives the discovery keys (DUIK, DUCK, DUSK) based on the PRDK and the chosen algorithms.

11.
The U2N Relay broadcasts a UE-to-Network Relay Discovery Announcement message which is protected using the discovery keys and the chosen algorithms.

12.
The Remote UE derives the discovery keys (DUIK, DUCK, DUSK) based on the PRDK and the chosen algorithms.

13.
The Remote UE decrypts and verifies the received UE-to-Network Relay Discovery Announcement message using the discovery keys.

14. 
The Remote UE and U2N Relay proceed with the rest of the procedure for the relay service.

6.1.3.x.y.2
5G ProSe UE-to-Network Relay Discovery Model B

The security procedure for 5G ProSe UE-to-Network Relay Discovery Model B is described as follows:

[image: image2.emf]Remote UE

UE-to-Network relay

PCF/DDNMF 

of U2N Relay

0b. Authorization and Provisioning for Remote UE (provisioned discovery parameters (e.g. RSC))

PCF/DDNMF 

of Remote UE

ProSe App 

Server

1. Discovery Key Request (Request Type [Relay Discovery], UE Identity, RSC, U2N Relay security capability)

3. Discovery Key Response (Relay Discovery Key (PRDK), PRDK ID, 

Chosen algorithms, CURRENT_TIME, MAX_OFFSET, Validity Timer)

9. Relay Key Response (Relay Discovery Key (PRDK), PRDK ID, 

Chosen algorithms, CURRENT_TIME, MAX_OFFSET, Validity Timer)

4. Discovery Key Request (Request Type [Relay Discovery], 

UE Identity, RSC, Remote UE security capability)

6. Discovery Key Request (Request Type [Relay 

Discovery], UE Identity, RSC, UE security capability)

8. Relay Key Response (Relay Discovery Key (PRDK), PRDK ID, 

Chosen algorithms, CURRENT_TIME, MAX_OFFSET, Validity Timer)

5. Authorization With UDM

7. Authorize Relay Service is served 

by a U2N Relay in its domain

0a. Authorization and Provisioning for U2N Relay (provisioned discovery parameters (e.g. RSC))

2. Authorization with UDM

16. Continue the rest of procedure for relay service

13. Decrypt and Verify the 

received Solicitation message

10. Derive discovery keys (DUIK, DUCK, DUSK) 

based on PRDK and the chosen algorithms

12. Broadcast protected UE-to-Network 

Relay Discovery Solicitation message

11. Derive discovery keys (DUIK, 

DUCK, DUSK) based on PRDK 

and the chosen algorithms

14. Broadcast protected UE-to-Network 

Relay Discovery Response message

15. Decrypt and Verify the 

received Response message


Figure 6.1.3.x.y-2: Security Procedure for 5G ProSe UE-to-Network Relay Discovery with Model B

Steps 1~9 are the same as in the procedure for Model A.

10.
The U2N Relay derives the discovery keys (DUIK, DUCK, DUSK) based on the PRDK and the chosen algorithms.

11.
The Remote UE derives the discovery keys (DUIK, DUCK, DUSK) based on the PRDK and the chosen algorithms.

12.
The Remote UE broadcasts a UE-to-Network Relay Discovery Solicitation message which is protected using the discovery keys and the chosen algorithms.

13.
The U2N Relay decrypts and verifies the received UE-to-Network Relay Discovery Solicitation message using the discovery keys.

14.
The U2N Relay broadcasts a UE-to-Network Relay Discovery Response message which is protected using the discovery keys and the chosen algorithms.

15.
The Remote UE decrypts and verifies the received UE-to-Network Relay Discovery Response message using the discovery keys.

16. 
The Remote UE and U2N relay proceed with the rest of the procedure for the relay service.

*************** End of the Change ****************
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